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Ae-safety- the current situation do
we need to rethink what we do?

Alssues for staff, pupils and parents t
deal with

AAvailable resources and solutions



What Is esafety not about?

a ¢ KSNE | NB
to get something  :
done; do it yourself,
hire someone or
forbid your kids to
R2 AUE

Mona Crane


../videos/Cartman_trying_to_find_older_friends.WMV

What Is esafety about?

A Empoweringchildren and
young people to keep
themselves safe when
online....

A Encouragingthem to be
responsible users of the
technology....

A Engagingchildren and
young people to
recognise the risks and
benefits of online
communication




privacy  |nappropriate content
paedophiles

media literacy extremism

phishing -
® J Identity theft
online reputation sexting

fraud validity and bias


http://pmtips.net/wp-content/uploads/2010/08/overcoming-project-issues.jpg

"

/ N\
- JOIKUSPOT / i \



http://www.joiku.com/%09%09%09%09%09%09%09%09%09%09%09%09%09%09%09%09%09http:/www.joiku.com/?action=products&mode=productDetails&product_id=310%09%09%09%09%09%09%09%09%09%09%09%09%09%09%09%09

Figure 1.45 Activities conducted on a smartphone: teens
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Taking hotosiceo 2 5
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Instant Messaging (IM) “ 15 53
watching video cips ||| TTEETEGEGGE 31 51
Picture messaging (MMS) 32 49 W Used regularly
< r s Ever used
Acoessing spons news “ 13 21
Maps/GPS 15 20
Watching TV programmes/filmm “ 10 149
Accessing general news “ 10 18
0% 20% 40% 60% 80%

Source; Ofcom omnibus research, March 2011



‘igure 8: Child accesses the internet using a mobile
Figure 6: Children’s use of the internet at home, thone or handheld device, by country
by country
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MOTOROLA

IS

€ ¢ ¢ ¢ ¢ ¢ ¢ Overview

MOTOROLA

THE POWER OF A PC
IN YOUR POCKET

With its advanced dual-core processing technology, MOTOROLA
ATRIX™ puts the power of a PC in your pocket. The MOTOROLA
ATRIX features webtop, a web-based application used with optional
docks that truly mobilises your desktop. Get online with a full Mozilla
Firefox® browser with webtop and an optional compatible dock, and
Adobe® Flash® Player; create and edit documents; and, access your

verview

JUR
HONE BRILLIANT

ccessories redefine just how smart a

oy let ATRIX become your laptop, your car
ertainment center. Plus, all docks for ATRIX
1ces for a customised experience.
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‘) GOOSIQ wallet The vision How it works Where it works

WELGC
your phone it Now available on

your wallet

Nexus S 4G on Sprint

Get Google Wallet »

B Watch the demo video »
B See Google Wallet in NY and SF>

overview



Figure 1.48 Mobile phone ‘addiction’
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Figure 1.51
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Are we blocking?
Why are we blocking?
Do our pupils know and understanc
why we do what we do?

ALGQa G(G22 RAAGNY OGA

A Paedophiles !F'EEEE

A Cyberbullying
ALGQa y20 a
A A waste of time




A time of rapid change.....




But has It really changed that much?




What are they doing online?




Facebook: Children Young As Seven
‘Addicted To Social Networking’

Huffington Post UK : Felicity Morse £

-y f/ 1428 (3 T d d: 3.‘:. ". : SA_:..I |
First Posted: 3/11/11 11:48 GNT iUpdated: 3/11/11 14:54 GM

React> Amazing Inspiring Funny Scary Hot Crazy Importantr Weird

Follow > ®# Children ,® Facebook ,® Iphones ,® Social Networks , ® Twitter ,® Uk
Students , Club Penquin , Ipads , Smariphones , Uk News , Education News

0
SHARE THIS STORY Argund 50% of seven.to 12-year.-o|ds. use Facebook,
e — Twitter and other social networking sites every day,

eyLike [ 29 people like this. Be the first of according to a survey by consumer analysts Minte!.

your friends.
For one million of these youngsters joining Facebook

18 29 0 0 is viewed as a "rite of passage"” and "an absolute
must-have"” according to the researchers. Only 5% of
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SNS profile status 9 -12
VIS

m Public, so that everyone can se Partially private, so that friends of friends or your network can se
m Private so that only your friends can se Don't know
BEREEBERER 8 8 6 2 9 9 s 6 6 B =
I I 16 19
17 I I
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21 22 24
32
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Some lack digital skills

Which of these things do you know how to do on the internet?

Change privacy settings Block another user

R
Facebook 80
| Nasza-Klasa | 64 80 | 85 56 | 7 | 83
' schillerVZ | 61 73 | 81 62 72 78
Tuenti | 53 72 | 82 67 | 84 o1
Hyves | 68 77 | 89 79 | 88 94
Hi5 | 42 63 | 56 51 | 65 | 73
Al SNSs | 56 | 71 | 78 | 61 | 75 | 81

Base: All children aged 11-16 with a profile on the named SNS.



A —]

NIVERS
I

“It's Not Cheating,
it's Collaborating.” HOME | CONTACT | COMMENT | MEWS | CULTURE | RANKINGS | EXTRAS | ADVERTISE

Plagiarism software can be beaten
by simple tech tricks

B Like » 0B o
Hl[ J L% FSS é:: T;;?Q 20 January 2011
_ L A -) g@@m IT scholar says PDF tweaks allow students' copied work to evade detection. Hannah
——— Fearn reports

Technological loopholes allow savvy students to beat academic plagiarism software, an IT expert

has warned.

The plagiarism checker of choice

Plagiansm is taking someone else’'s work and using it as your own. Most students do this accidentally, having no intention of cheating. That's

where Viper comes in. Viper is just one of many plagiarism checkers on the market today but it stands cut head and shoulders above the rest

because its features are genuinely better than other plagiarism checkers

Viper

© Allows you to scan unlimited documents
Free Download )

@ Allows rescanning of the same documents (for example, if you make y §
- ) : For Microsoft Windows only.

amendments)


http://www.echeat.com/
http://www.ukessays.com/

A Researchers were:
i A& dz2NIINAASR 08 G(GKS SEGS
appeared to lack even some of the most basic

iInformation literacy skills that we assumed they
g2dzf R KIS Yl AaUSNBR AY



Table 3: Children’s digital literacy and safety skills
(age 11+)

% who say they can... m Boys

. . . Bookmark a website 64 66 78 84 76
A Explicitly teach these skills
. Find information on
A Rather than banning, we i e = e
safely
need to educate.... Block messages from
someone you don't 44 61 74 84 70
-’- ~ s A4 -’- al = nt N ear fro -’- — —
ALUO R2SayQu ySSR*™u2 0S
lock unwanted =
1 adverts or junk 45 49 71 71
complicated.... kg
Change privacy
settings on a social 39 47 68 79 63
networking profile
Delete the record of
whichsitesyouhave 42 44 58 70 57

visited

Compare different
websites to decide if 42 26 65 68 56
information is true

Change filter
preferences

Average number of 32
skills

6

24 45 48 36
3.7 n




Figure 38: Search engine user attitudes towards the accuracy or bias of the websites
returned by a search
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) TR ot LY
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Figure 7: Excessive use of the internet among
children (age 11+)

m % Very or fairy ofien mm % Mot very ofien mm % Never

Tried unsuccessfully to spend
less time on the intemet

Spent less time than | should with
either family, friends or doing
schoolwork because of the time |
spent on the intemet

Caught myself surfing when lam
not really interested

Felt bothered when | cannot be
on the intemet

Gone without eating or skeeping
because of the intemet

0 20 40 60 80 100

QC144a-e: How often have these things happened to you?



Greece- addiction

1. Stays o#line for more and more time

2. Fallure to deal with the emerging feeling

of hyperactivity or sadness

3. Stays o#line for more time than planned

4. Danger of loss of a relationship or an
opportunity because of use

5. Lies, In order to cover the true extent of use
6. Use In order to control negative feelings




What are the benefits?

Content:
Child as recipient

Contact:
Child as participant

Conduct:
child as actor

OPPORTUNITIES

Education learning
and digital literacy

Educational resources

Contact with others who
share one’s interests

Self-initiated or
collaborative learning

Participation and | Global information Exchange among interest | Concrete forms of
civic engagement groups civic engagement
Creativity and self- | Diversity of resources Being invited/ inspired to | User-generated
expression create or participate content creation
Identity and social | Advice (personal/ | Social networking, shared | Expression of identity

connection

health/sexual etc)

experiences with others




What are the risks?

Content:
Child as recipient

Contact:
Child as participant

Conduct:
child as actor

Education learning
and digital literacy

Educational resources

Contact with others who
share one’s interests

Self-initiated or
collaborative learning

g Participation and | Global information Exchange among interest | Concrete forms of
= | civic engagement groups civic engagement
=z
E Creativity and self- | Diversity of resources Being invited/ inspired to | User-generated
% expression create or participate content creation
Q | |dentity and social | Advice (personal/ | Social networking, shared | Expression of identity
O | connection health/sexual etc) experiences with others
Commercial Advertising, spam, | Tracking/ harvesting | Gambling, ilegal
sponsorship personal info downloads, hacking
Aggressive Violent/ gruesome/ | Being bullied, harassed or | Bullying or harassing
hateful content stalked another
Sexual Pornographic/harmful Meeting strangers, being | Creating/  uploading
o sexual content groomed pornographic material
N . . . - .
v | Values Racist, biased info/ | Self-harm, unwelcome | Providing advice e.g.
o advice (e.g. drugs) persuasion suicide/ pro-anorexia




The internet makes It easier.....

Content: Contact: Conduct:
Child as recipient Child as participant child as actor
Commercial Advertising, spam, | Tracking/ harvesting | Gambling, ilegal
sponsorship personal info downloads, hacking
Aggressive Violent/ gruesome/ | Being bullied, harassed or | Bullying or harassing
hateful content stalked another
Sexual Pornographic/harmful Meeting strangers, being | Creating/  uploading
o sexual content groomed pornographic material
e . . . - .
v | Values Racist, biased info/ | Self-harm, unwelcome | Providing advice e.g.
o advice (e.g. drugs) persuasion suicide/ pro-anorexia




EU stats from EU Kids Online I

Level of usage

Medium
Low CYIT FR DE
Level of usage
] AT BE IE
Medium EL PT ES DK SE
High BG CZ EENL S Lower use, lower risk
NO UK PL AT, BE, DE, FR, EL,
Lower HU, IT

Lower use, some risk
ES, IE, PT, TK

Higher use, some risk
CY, FI, ML, PL, SI, UK
Higher ) ) )
Higher use, higher risk
(+ New use, new risk)
BG, CZ, DK, EE, LT, NO,
RO, SE




What are the issues in your country

A What are the greatest
challenges facing
children and young
people online?

A What are the greatest
challenges facing
teachers online?




EU Kids Online




SAIAGIE yVIGADS

Only 36% of 946 year olds
ale A0 Aa O

Like many of you in this room,

know more about the / m a digital immigrant... My
I _ two young daughters, on the

I i e other hand, will be digital

Inte ' et th an my PP BN " T natives. They'll never know a

world without ubiquitous

LJI N\E q/.Ol:"VﬁE‘é é I é . - — . ‘ broadband internet access...

- z e 2 B\ b

OAU U NXzS 101 el R Ol | s bt we can ond
: , must begin to assimilate to their

8 SIFNJ 2f Ra 3 S | W civre o woy ofinking
Talk of digital natives
20a0dz2NBa OK
need for support in
developing digital skills.




Everyone Is creating their own conte

In the past month, only 1
In 5 used a filesharing
Site or created a

pet/avatar and half that
number wrote a blog. Create your first post!
Although social

networks make it easier
to upload content, most
children use the
Internet for ready
made, mass produced
content.




I\ YRSNJ mo & O|y§
VSUG2N)I Ay aAras

38% of 912 year olds
have a SNS profile.
Should providers
strengthen protections
or should age limits be
removed altogether?




OPBSNBE2YS A& &I ¢

25% of children and youna
people saw sexual 1
images in the past yed
online or offline. 1 in 7. \{
saw them online, risin¢
to 25% of older teens.|
Media hype over
pornography may be
based on
unrepresentative

samples or supposition.




Bullies are baddies

60% of those who bully on or offline
have been bullied themselves by
others.

40% of those who bully online have
been bullied online.

Bullies and their victimgnd to be
more psychologically vulnerable,
suggesting a vicious cycle of
behaviour that damages both victim
and perpetrator.




People you meet on the Internet
F NBE adGN) y3Isi
87% of 1116 year olds are In
touch online with people
that they know face to
face. 4 in 10 have online
contacts that they met

online but are connected
to friends and family.

25% are in touch with people
unconnected to their social
circle and 9% met
someone offline that they
first met online.




Few went unaccompanied
or met someone older
and only 1% had a
negative experience.

The challenge Is to protect
children from rare but
harmful occurrences
without limiting the
opportunities of the
majority.




Yes, children who report more offline risks are more
likely to report more risk encounters online and,
significantly, more likely to report harm from online
experiences. BUT offline risk does not predict all
onlinerisk encounters S R2Yy QU (1Y 26
factors that account for online harm and we need to
see both types of risk in context.



Putting the PC in the living room
gAt t KS{t LIX
po: I2 2yt Ay : e
house, 49 In their
bedroom, 33% use a
mobile deviceParents

need to talk to their
children!




Teaching digital skills will reduce
2VEAYS NAaj

A More skills are
associated with more,
not less risk More use
leads to more skills,
more skills leads to
more opportunities and
opportunities are linked
to risk. Children must
explore and encounter
risk in order to learn
and gain resilience.




Exploring for information
or fun leads to
unexpected risks
because the online
environment Is not L NA B2
RSardySR sAaik OklERA
interests in mind. ) ¥

More skills could reduce
the harm that some
children experience
from online risk.




Children can get around safety
aZzZtTugl NBX
Only 28% of 1416 year olds
say they can change their
filter preferences.Most
say that what their
parents do in relation to
their internet use Is

helpful (27% a lot, 43% a
little).




Online reputation for pupils and staff

REPUTATION

gossip, rumor, and

A reputation that took decades to buildg privacy on the internet
can be threatened by a single event.
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www.dubestemmer.no

d Ub e S te mm e ' Qno Bokm3l | Nynorsk | English | Samegil
AAA| ||Search|
9-13 years old | | 13-17 years old | | Films and brochures | | About You Decide |

‘You are here: Frontpage » 13-17 years old » Digital tracks

Themes Make a printer friendly brochure about
"Digital tracks"

The Personal Data Act

- -

Editorial responsibility

YOU DECIDE WHO YOU CALL. The
telecommunications operator records it. You decide
yvour Google search terms. The search engine
records it. We leave many tracks behind us..tracks
many people are interested in.

Cyber-bullying

Digital tracks -
e £
-~
em £

Read more
Did you know that.. seriously!?!
...uploading and downloading music and movies Read about how Gmail uses a program that scans
without the legal right to make copies is an illegal the e-mails you write and looks for words that
act? Or that a lot of your personal information are identify something that you're interested in, and

recorded on a daily basis? other real life facts and stories.


../../Dubestemmer/en_TaggedontheInternet.wmv

What are they  doing
In there?

D22R 2NJ ay2NXI f € X
V Sharin é?/produclng music

Va{2O0itt LINEREBIduY & editing

V Learning social rules videos

V Decorating profiles (self v Discussing interests
expression) V Social/political activism

V' Exploring identity V Keeping in touch with

V Writing blogs friends longterm

V Writing software code Vv Risk assessment

G ———————

ConnectSafely

Smart Socializing Starts Here"




What e/se are they doing
In there?

bSdzi NIt 2NJ yS3lF iABSX

V Embarrassing

V Seeking validation themselves

V Competing In a V Pulling pranks
popularity contest .

V Venting V Getting even

\V} Showing off V Harassing

B — —.

ConnectSafely

Smart Socializing Starts Here™




Inability to manage,
appreciate and
understand risk....

prefrontal cortex

No thought of
consequence......




Wi 2g Oy g¢ Ibearyou,
any harm when we but I'm ot g
are sitting at home, listening]
nothing really bad |
Ol v K1 LILIS

15 year old qirl
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How the Internetchanges the equation...

A Disinhibition: Lack of visual cues reduces empathy

A Persistence & searchabilitpet as permanent searchable
archive

A Replicability ability to copy and paste from anywhere, to
anywhere

A Scalability:high potential visibility
A Invisible audiences2 2 dz Y SOSNJ {y26 6K2Q
A Blurring of public and privateboundaries not clear

Source: danah boydaken out of
Context, 2008



Che Telegraph

HOME NEWS SPORT FINANCE COMMENT CULTURE TRAVEL LIFESTYLE FASH]

Technology News Technology Companies Technology Reviews = Video Games ' Start-Up 100

Google

Young will have to change names to escape 'cyber past'
warns Google's Eric Schmidt

The private lives of young people are now so well documented on the internet that
many will have to change their names on reaching adulthood, Google’s CEO has claimed.

Share: [ pat

Ei Recommend | 6K

¥ Tweet 789

GO Google
News » World News »

Murray Wardrop »
Technology News »
Eric Schmidt »

IN TECHNOLOGY

i

Google’s CEO Eric Schmidt Fhot

kLooglc TV |=




THE WALL STREET JOURNAL. TECH

Today's Paper = Video « Columns = Blogs = Topics = Journal Community

|

Market Data More

Home World Business Markets Tech Life & Style Opinion

Digits Personal Technology All Things Digital

ATE&T Asks for Curbs on Google

Wall Str
Wary of

TOP STORIES IN g H-P Set To
Technology S Outpace, CEO Says

4

:

TECHNOLOGY | SEPTEMBER 18, 2008

College Apphcants Beware: Your Facebook Page Is Showing

Article Comments (41)

'V - | 7:’} int 2 | . — ;" |
BA| Email | S| E;:Q:gr Share: [E§ facebook v Save This &3 - | Text |+ |
: endly A

Make the mos
international

ByJOHN HECHINGER
High-school seniors already fretting about grades and test scores now have another worry: Will :
their Facebook or MySpace pages count against them in college admissions?




LT &2dzQNB 3FI2AY

A Use a school computer

A Log the fact that you are gathering this type of
Information

A Be prepared to find things you might not want
02 4SS UKSNEB Yl é& 05S

A Consider the reaction from pupils, parents etc.

A Provide the necessary backup to support with
privacy settings etc.



Does anyone else know your passwol

£0001 Halmark Uceasing Inc/Owst. by Unversal Press Synd cae

1 forgot the password for
the file where I feep all my
passwordfs.

08.8% of us shart
the same 10,000
LJ- 4462 NR

Passwords Are Like Underwear

Passwords are like uhderwear...
Chahge yours often.

Passwords are like underwear...

Don't share them
with friends.

Passwords are
like underuwear...
The |onger, the

Passwords are like
better.

underwear...
Be mysterious.
‘Passwords are like
underwear...
Don't [eagve yours
l¥ing ground.

Length of password is the most important thing




Top ten passwords 2011

password
123456
12345678
1234
puUSSYy
12345
dragon
gwerty

. baseball
10.football

© 0N OAEWDhRE

AOKAT RQa VI Y&
A +DOB

ALISGQa VY I YS

A favourite pop singer

A favourite celebrity

ALJI NIy SNa Vi
A iloveyou



About

Usage 6h 34m
Network
Bluetooth Off

Location Services @

http: //maketecheasier.com

Auto-Lock 1 Minute

Passcode Lock Off

1 Minute

2 Minutes

3 Minutes

4 Minutes

5 Minutes

Never



Types of Online Reputational Information That Influenced
Decisions to Reject a Candidate

Concerns about the candidate’s lifestyle 58% 45% 42% 32%

Inappropriate comments and text written by
the candidate

Unsuitable photos , videos, and information 55% 51% 44% 42%

Inappropriate comments or text written by

56% 57% 78% 58%

friends and relatives 43% 35% 14% 11%
Comments CrItICI.ZIng previous employers, 40% 40% 589% 370
co-workers, or clients

Inappropriate comments pr text written by 10% 370, 17% 1%
colleagues or work acquaintances

Membership in certain groups and networks =~ 35% 33% 36% 37%
Discovered that information the candidate 30% 369 129 47%
shared was false

Poor communication skills displayed online 27% 41% 17% 42%
Concern about the candidate’s financial 16% 18% 11% 0%

background



Changes in default profile settings over time

Switch 1o the animated version (won't work in IE)

Wall posts

Z
®
2

o,
%

Friends

o
o
S 3
o
1

-

N(? m e

~ag

2005

Availability of your personal data
on Facebook (default settings)
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Changes in default profile settings over time

Switch to the animated version (won't work in IE),
i
3
. £ 2006
% s
2,
%

Friends
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¢

1apuR9

- Availability of your personal data
1 10K 118 on Facebook (default settings)
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Changes in default profile settings over time

Switch 1o the animated version (won't work in 1E).

Wall posts

2007

Friends

1apuR9

g Availability of your personal data
on Facebook (default settings)

&
lfK 4 138 Niimhbar nf RDannla




Changes in default profile settings over time

Switch o the animaied version (won't work in 1£),
o
7]
Q
. Q
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% 2009 (Nov)
(‘o,]
Like>
Friends
Nt?lhe

— Availability of your personal data
on Facebook (default settings)
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Changes in default profile settings over time

Switch 1o the animated version (won't work in 1E).

2
n
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Q
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2009 (Dec)

G,
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o

Friends

o

s g
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§ 3 Availability of your personal data
S & < Availability of your person
3‘ ® on Facebook (default settings)
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i :
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Changes in default profile settings over time

Switch o the animaied version (won't work in 1£),

2010 (Apr)

Like>

Friends

N:? m e

= Availability of your personal data
85K s on Facebook (default settings)

n Niimhbar nf RDannla
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50 settings, 170 options

A guide to privacy on Facebook

Understand and control how you share information

Privacy on Facebook

Privacy is built around a few key ideas: You should have control over what you share. It should be easy
to find and connect with friends. Your privacy settings should be simple and easy to understand.

Friends of Friends

On Facebook, there are three basic levels of privacy: Friends, Friends of Friends, Everyone. You
also have a set of public information, which helps your friends find and connect with you: your Hame,
Frofile Picture, Gender, and any Connections you've made. This includes the friends, networks and
Pages you've chosen to connect to. You also always have control over who can see your Connections
on your profile.

Facebook's Privacy Policy

[E Privacy Updai

See how recent changes
privacy and how to maint

"Like" and other ways
off-Facebook

Read about the change

See how it works

Get answers to common quest

Edit your Instant Personalizati
Things I Like privacy settings

Interests, connection:
profile

Read about the change

Get answers to common quest
Edit connections-related privas
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