
www.saferinternet.org 

Promoting Internet Safety 

#pdwcyprus 
 

Karl Hopwood 

5th and 6th November 2011 

../../videos/Cyberbullying Toolkit for Educators_ Stand Up, Don't Stand By.mp4


Åe-safety - the current situation - do 
we need to re-think what we do? 

ÅIssues for staff, pupils and parents to 
deal with 

ÅAvailable resources and solutions 
 



What is e-safety not about? 

ά¢ƘŜǊŜ ŀǊŜ ǘƘǊŜŜ ǿŀȅǎ 
to get something 
done; do it yourself, 
hire someone  or 
forbid your kids to 
Řƻ ƛǘέ  
 

Mona  Crane 

 

 

../videos/Cartman_trying_to_find_older_friends.WMV


What is e-safety about? 

ÅEmpowering children and 
young people to keep 
themselves safe when 
online.... 

ÅEncouraging them to be 
responsible users of the 
technology.... 

ÅEngaging children and 
young people to 
recognise the risks and 
benefits of online 
communication 



fraud 

cyberbullying 

sexting 

Inappropriate content 

paedophiles 

viruses 

privacy 

online reputation 

validity and bias 

media literacy 

copyright 

Identity theft 

phishing 

extremism 

http://pmtips.net/wp-content/uploads/2010/08/overcoming-project-issues.jpg


 

http://www.joiku.com/%09%09%09%09%09%09%09%09%09%09%09%09%09%09%09%09%09http:/www.joiku.com/?action=products&mode=productDetails&product_id=310%09%09%09%09%09%09%09%09%09%09%09%09%09%09%09%09


 



 



 



 



 



 



Are we blocking? 
Why are we blocking? 

Do our pupils know and understand 
why we do what we do? 

ÅLǘΩǎ ǘƻƻ ŘƛǎǘǊŀŎǘƛƴƎ 

ÅPaedophiles 

ÅCyberbullying 

ÅLǘΩǎ ƴƻǘ ǎǳƛǘŀōƭŜ 

ÅA waste of time 



A time of rapid change..... 

  



But has it really changed that much? 

  



What are they doing online? 

  



  



Focus on social 

networking  
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Some lack digital skills  



 

http://www.echeat.com/
http://www.ukessays.com/


ÅResearchers were: 

ïάǎǳǊǇǊƛǎŜŘ ōȅ ǘƘŜ ŜȄǘŜƴǘ ǘƻ ǿƘƛŎƘ ǎǘǳŘŜƴǘǎ 
appeared to lack even some of the most basic 
information literacy skills that we assumed they 
ǿƻǳƭŘ ƘŀǾŜ ƳŀǎǘŜǊŜŘ ƛƴ ƘƛƎƘ ǎŎƘƻƻƭΦέ 



ÅExplicitly teach these skills 

ÅRather than banning, we 
need to educate.... 

ÅLǘ ŘƻŜǎƴΩǘ ƴŜŜŘ ǘƻ ōŜ 
complicated.... 

 



 



 



Greece - addiction 

1. Stays on-line for more and more time 

2. Failure to deal with the emerging feeling 

of hyperactivity or sadness 

3. Stays on-line for more time than planned 

4. Danger of loss of a relationship or an 

opportunity because of use 

5. Lies, in order to cover the true extent of use 

6. Use in order to control negative feelings 



What are the benefits? 

 



What are the risks? 

 



The internet makes it easier..... 

 



EU stats from EU Kids Online II 

 



What are the issues in your country? 

ÅWhat are the greatest 
challenges facing 
children and young 
people online? 

 

ÅWhat are the greatest 
challenges facing 
teachers online? 

 



 



5ƛƎƛǘŀƭ ƴŀǘƛǾŜǎ ƪƴƻǿ ƛǘ ŀƭƭΧΦ 

Only 36% of 9-16 year olds 
ǎŀȅ ƛǘ ƛǎ ǾŜǊȅ ǘǊǳŜ ǘƘŀǘ άL 
know more about the 
internet than my 
ǇŀǊŜƴǘǎέ ς ом҈ ǎŀȅ άŀ 
ōƛǘ ǘǊǳŜέ ŀƴŘ н ƛƴ о ф-10 
ȅŜŀǊ ƻƭŘǎ ǎŀȅ άƴƻǘ ǘǊǳŜέΦ 

Talk of digital natives 
ƻōǎŎǳǊŜǎ ŎƘƛƭŘǊŜƴΩǎ 
need for support in 
developing digital skills. 

 



Everyone is creating their own content 

In the past month, only 1 
in 5 used a file-sharing 
site or created a 
pet/avatar and half that 
number wrote a blog. 
Although social 
networks make it easier 
to upload content, most 
children use the 
internet for ready 
made, mass produced 
content. 

 



¦ƴŘŜǊ моǎ ŎŀƴΩǘ ǳǎŜ ǎƻŎƛŀƭ 
ƴŜǘǿƻǊƪƛƴƎ ǎƛǘŜǎ ǎƻ ƴƻ ǿƻǊǊƛŜǎΧ 

38% of 9-12 year olds 
have a SNS profile. 
Should providers 
strengthen protections 
or should age limits be 
removed altogether? 

 



9ǾŜǊȅƻƴŜ ƛǎ ǿŀǘŎƘƛƴƎ ǇƻǊƴ ƻƴƭƛƴŜΧ 

25% of children and young 
people saw sexual 
images in the past year 
online or offline. 1 in 7 
saw them online, rising 
to 25% of older teens. 
Media hype over 
pornography may be 
based on 
unrepresentative 
samples or supposition. 

 



Bullies are baddies 

60% of those who bully on or offline 
have been bullied themselves by 
others.  

40% of those who bully online have 
been bullied online. 

Bullies and their victims tend to be 
more psychologically vulnerable, 
suggesting a vicious cycle of 
behaviour that damages both victim 
and perpetrator. 

 



People you meet on the internet 
ŀǊŜ ǎǘǊŀƴƎŜǊǎΧ 

87% of 11-16 year olds are in 
touch online with people 
that they know face to 
face. 4 in 10 have online 
contacts that they met 
online but are connected 
to friends and family.  

25% are in touch with people 
unconnected to their social 
circle and 9% met 
someone offline that they 
first met online. 

 



Few went unaccompanied 
or met someone older 
and only 1% had a 
negative experience. 

 

The challenge is to protect 
children from rare but 
harmful occurrences 
without limiting the 
opportunities of the 
majority. 

 



hŦŦƭƛƴŜ Ǌƛǎƪǎ ƳƛƎǊŀǘŜ ƻƴƭƛƴŜΧ 

Yes, children who report more offline risks are more 
likely to report more risk encounters online and, 
significantly, more likely to report harm from online 
experiences. BUT offline risk does not predict all 
online risk encounters ς ǿŜ ŘƻƴΩǘ ƪƴƻǿ ŀƭƭ ǘƘŜ 
factors that account for online harm and we need to 
see both types of risk in context. 



Putting the PC in the living room 
ǿƛƭƭ ƘŜƭǇΧ 

ро҈ Ǝƻ ƻƴƭƛƴŜ ŀǘ ŀ ŦǊƛŜƴŘǎΩ 
house, 49 in their 
bedroom, 33% use a 
mobile device. Parents 
need to talk to their 
children! 

 



Teaching digital skills will reduce 
ƻƴƭƛƴŜ ǊƛǎƪΧ 

ÅMore skills are 
associated with more, 
not less risk. More use 
leads to more skills, 
more skills leads to 
more opportunities and 
opportunities are linked 
to risk. Children must 
explore and encounter 
risk in order to learn 
and gain resilience.  

 



Exploring for information 
or fun leads to 
unexpected risks 
because the online 
environment is not 
ŘŜǎƛƎƴŜŘ ǿƛǘƘ ŎƘƛƭŘǊŜƴΩǎ 
interests in mind. 

More skills could reduce 
the harm that some 
children experience 
from online risk. 

 



Children can get around safety 
ǎƻŦǘǿŀǊŜΧ 

Only 28% of 11-16 year olds 
say they can change their 
filter preferences. Most 
say that what their 
parents do in relation to 
their internet use is 
helpful (27% a lot, 43% a 
little).  

 



Online reputation for pupils and staff 

../../videos/ThePhotoAlbum.wmv


www.dubestemmer.no 
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What are they doing  
in there?  

DƻƻŘ ƻǊ άƴƻǊƳŀƭέΧ 
 

Vά{ƻŎƛŀƭ ǇǊƻŘǳŎƛƴƎέ 

VLearning social rules 

VDecorating profiles (self-
expression) 

VExploring identity 

VWriting blogs 

VWriting software code 

 

VSharing/producing music 

VProducing & editing 
videos 

VDiscussing interests 

VSocial/political activism 

VKeeping in touch with 
friends long-term 

VRisk assessment 

 



What else are they doing  
in there?  

bŜǳǘǊŀƭ ƻǊ ƴŜƎŀǘƛǾŜΧ 
 
VSeeking validation 
VCompeting in a 

popularity contest 
VVenting  
VShowing off 

 
 

VEmbarrassing 
themselves 

VPulling pranks 

VGetting even 

VHarassing 
 



 Inability to manage, 
appreciate and 
understand risk.... 

No thought of 
consequence...... 



ΨIƻǿ Ŏŀƴ ǿŜ ŎƻƳŜ ǘƻ 
any harm when we 
are sitting at home, 
nothing really bad 
Ŏŀƴ ƘŀǇǇŜƴΩΦ 

 
15 year old girl 

 

 



The ôNet  effectõ 

   How the Internet changes the equation... 
ÅDisinhibition: Lack of visual cues reduces empathy 

ÅPersistence & searchability: Net as permanent searchable 
archive 

ÅReplicability: ability to copy and paste from anywhere, to 
anywhere 

ÅScalability: high potential visibility 

Å Invisible audiences: ȅƻǳ ƴŜǾŜǊ ƪƴƻǿ ǿƘƻΩǎ ǿŀǘŎƘƛƴƎ 

ÅBlurring of public and private: boundaries not clear 

Source: danah boyd: Taken out of 
Context, 2008 



 



 



LŦ ȅƻǳΩǊŜ ƎƻƛƴƎ ǘƻ Řƻ ǘƘƛǎΧΦ 

ÅUse a school computer 

ÅLog the fact that you are gathering this type of 
information 

ÅBe prepared to find things you might not want 
ǘƻ ǎŜŜΣ ǘƘŜǊŜ Ƴŀȅ ōŜ άƛƭƭŜƎŀƭ ƛƳŀƎŜǎέΧ 

ÅConsider the reaction from pupils, parents etc. 

ÅProvide the necessary backup to support with 
privacy settings etc. 



Does anyone else know your password? 

Å                        98.8% of us share 

Å                        the same 10,000 

Å                        ǇŀǎǎǿƻǊŘǎΧΦΦ 

 

 

 

 

Length of password is the most important thing 

 



Top ten passwords 2011 

1. password 

2. 123456 

3. 12345678 

4. 1234 

5. pussy 

6. 12345 

7. dragon 

8. qwerty 

9. baseball 

10.football  

 

ÅŎƘƛƭŘΩǎ ƴŀƳŜ 

Å+DOB 

ÅǇŜǘΩǎ ƴŀƳŜ 

Åfavourite pop singer 

Åfavourite celebrity 

ÅǇŀǊǘƴŜǊΩǎ ƴŀƳŜ 

Åiloveyou 

 

 



  



 



  



  



  



  



  



  



50 settings, 170 options 

 



άL ƘŀǾŜ ǊŜŀŘ ŀƴŘ ǳƴŘŜǊǎǘƻƻŘΦΦΦΦΦέ 

 


